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Student 

(default)

Student with 

Expanded 

Browsing 

Rights

Force safe search (Google) On On

Filter image search thumbnails  On On

Filter non‐HTTP traffic by IP  On On

Block non‐HTTP traffic to 

unknown IP addresses On On

Unknown

Unknown URLs, Domains and IP 

Addresses  

Override Block All  
Block All  

Block for Students  

Allow All  
Allow Only Staff  

Youtube  

Block for Restricted Students  

local‐allow

Local override for blocking 

websites  

local‐block

Local override for blocking 

websites  

Normally Blocked Categories

MATURE

access‐denied Access denied  

alcohol

Production, promotion and sale of 

alcoholic beverages  

drugs

Sites promoting illicit and illegal 

drug use  

gambling

Gambling, casinos, betting, lottery 

and sweepstakes  

SEALED  

offensive

Websites considered to be 

offensive to both adults and 

children  

porn Pornography related sites  

porn.illicit

Websites containing illegal 

pornographic material  

suspicious

Recently discovered sites with 

suspicious words or phrases  
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violence

Sites promoting violence and 

anarchy  

FORUMS, CHAT, EMAIL

forums Unmoderated personal expression  

forums.blogs Weblogs  

forums.dating

Dating websites like friendfinder, 

eharmony and match.com  

forums.email Email sites  
forums.im Instant messaging  

forums.newsgroups

Newsgroups, usenet and 

subscription newsletters  
forums.p2p Peer to peer sites  

forums.personals

Personal web pages and personal 

ads  

forums.social_networking

Social networking and related 

websites such as facebook, 

myspace and orkut  

MATURE

mature

Mature products, services, 

situations and humor  

mature.art Mature art  

mature.bodyart

Body art, tatoos and body 

piercings  

mature.games Mature games  

mature.language

Websites containing strong 

language  

SECURITY

parked

Pay per click hosting websites that 

park expired domains  

security Security risks  

security.malware Known sources of malware  

security.nettools

Network tools, remote admin 

tools and internet server and 

client applications  

security.proxy

Web proxy servers and open 

SMTP relays  

security.shorteners

Websites providing URL 

shortening services  
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security.translators

Language translation sites that do 

not honor filter restrictions  

SOCIAL MEDIA

facebook

Facebook social media and 

related URLs  

instagram

Instagram social media and 

related URLs  

pinterest

Pinterest social media and related 

URLs  

twitter

Twitter social media and related 

URLs  

VIOLENCE

violence.extremism

Sites promoting violence and 

anarchy  

Normally Allowed Categories

ADVERTISING

ads

Ad servers and advertising 

companies  

shopping.spam

Shopping websites that use spam 

email for marketing  

spam

Sources of spam mail that does 

not involve pornography, 

gambling or drugs  

BUSINESS AND WORK

automobile Automobiles and motorcycles  
business Business  

business.construction

Constuction, building, plumbing 

and home improvement  

business.finance

Banking, stock markets, insurance 

and financial news  

business.jobs

Employment search, offerings and 

support  

business.manufacturing

Manufacturing, industrial and 

shipping companies  

business.real_estate Real estate, homes and offices  
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computers Computers and the internet  

computers.analytics

Sites for Web Analytics services 

and the tools they use. Hosted 

services, click tracking sites, etc. 

Will not include CDNs and other 

sites for online and email 

marketing.  

computers.consumer_electronics Consumer electronics  

computers.filehosting

Image, filehosting, shareware and 

freeware websites  

computers.storage

Sites that provide secure, online 

cloud storage  
ham Legitimate sources of email  

law

Law firms, courts and legal 

matters  
microsoft Microsoft and related sites  

weapons

Guns, swords, knives and other 

weapons  

EDUCATION

education Education and reference sites  

education.arts

Art, art history, architecture, 

graphic design and illustration  
education.games Educational games for kids  
education.history History  

education.literature Literature, libraries and writers  

education.media

Educational streaming media 

resources  

education.music

Music education, history, 

instruments, marching and 

museums  
education.science Science and technology  

education.sex

High school level sex education 

websites  
education.social_science Social sciences  
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education.videos

Videos with educational value. 

(Smart Play must be enabled in 

General > Video Filtering.)  
FAMILY LIFE

family

Family life, cooking, gardening 

and home improvement  

family.food

Restaurants, grocery stores and 

recipes  
family.health Health care  
family.religion Religion and spirituality  
photography Photography  

KIDS AND TEENS

kids_and_teens Kid safe websites  

kids_and_teens.chat

Monitored chat websites suitable 

for kids  
MISCELLANEOUS

expired

Domains whose registration has 

expired  

general General interest  

plagiarism

Websites that sell term papers, 

research papers, and other ways 

to help students cheat  

RECREATION

audio‐video

Sources of audio and video files 

and streaming  

entertainment

Movies, television, radio and 

celebrities  
entertainment.radio_and_tv Radio and TV stations  

games

Games, anime, cartoons, 

wallpapers and screen savers  

hobby Hobbies, crafts and collecting  

humor Humor, puzzles and brain‐teasers  
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music

Bands and artists, concerts, DJs, 

lyrics, songwriting and record 

labels  

shopping Shopping sites  

shopping.auctions Auctions  

shopping.office_supplies Major office supply websites  

sports Sports sites  

sports.fantasy

Fantasy football, baseball, soccer 

and others  
sports.martial_arts Martial arts  

sports.youth

High school sports teams and 

youth sports leagues  

travel

Hotels, resorts, cruises, 

transportation and vacation 

offerings  
REFERENCE

directory

Directories and portals about 

specialized topics  
news News and magazines  
search Major search engines  
SOCIETY

government

Federal, state, local and 

international goverment  

society

Culture, issues, ethnicity and 

people  
society.crime Crime and the justice system  

society.politics

Politics, political activism and 

political issues  

world

Sites about regions and languages 

of the world  
world.cn World websites ‐ Chinese  

world.de World websites ‐ German  

world.es World websites ‐ Spanish  

world.fr World websites ‐ French  

world.it World websites ‐ Italian  
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world.jp World websites ‐ Japanese  

world.kr World websites ‐ Korean  

world.nl World websites ‐ Netherlands  

world.pl World websites ‐ Polish  

world.pt World websites ‐ Portuguese  

world.ru World websites ‐ Russian  


